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Department of Computer Science & Engineering 

Dear Sir/Madam, 
 

Sub: One week Faculty Development Program (FDP) 
on "PALOALTO-CYBERSECURITY INFRASTRUCTURE 
CONFIGURATION" on 12th to 17th August 2019 under 
AICTE MARGDARSHAN in collaboration with 
Paloalto Networks and ICT Academy - Reg. 

 

        We   are   glad   to    inform    you    that    the CSE 

Department   is   organizing a One week FDP on 

PALOALTO-CYBERSECURITY INFRASTRUCTURE 

CONFIGURATION" on 12th - 17th August 2019 under 

AICTE MARGDARSHAN in collaboration with Paloalto 

Networks and ICT Academy. 
 

          The aim of this FDP is to promote research 

aspects in internet security, familiarize with tools 

available for network scanning (anti-virus, anti-spam 

and anti-spyware scans), identify and  synthesize  

needs  for  internet  security  techniques  (firewall,  

honeypots  etc.),  share information  and  practical  

awareness  for  data  and  system  protection  from  

cyber-attacks (prevent, detect and respond) etc. 

          You are kindly requested to circulate the   

information brochure among the faculty of your 

college/Department suggesting them to attend this 

unique program. 
 

          We look forward to your whole hearted 

cooperation in making this Faculty Development 

Program a grand success. 

Thanking You, 
 

                                                         With kind regards 

                                                     Dr. D Rajeswara Rao 
                                                          Convener 

Please register @: http://www.ictacademy.in/pages/Upfdp.aspx 

http://www.ictacademy.in/pages/Upfdp.aspx


 

Registration form 

 

Name:______________________________ 

Designation:_________________________ 

Institution &Department:_______________ 

___________________________________ 

Address:____________________________ 

Qualifications:_______________________ 

Experience in years:    Teaching:_________ 

   Research:_________ 

Age: _________ Sex: Male/Female 

Telephone No._______________________ 

Email:______________________________ 

 

 

Signature of the  Signature of the 

Candidate              Head of the Institution 
 

Please register @: 

http://www.ictacademy.in/pages/Upfdp.aspx 

Note:  

 Registration is free and includes participation 

certificate, lunch, high tea and lodging 

(outstation participants only). 
 Attendance is mandatory for all the sessions 

to get the participation certificate 
 

Address for Communication: 
Dr. Ch Rupa 
Professor, Department of CSE 

Mobile – 9848690640, 

rupamtech@gmail.com 

Registration starts at 9:00 AM on 12th Aug, 2019 
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About the College: 
 

Velagapudi Ramakrishna Siddhartha 

Engineering College (VRSEC) was established in 

the year 1977 as the first self-financing 

engineering college in the state of A.P. It is 

located in a vast expanse of 24 acres of land on 

the outskirts of Vijayawada city at a distance of 

about 6 Kms from the city centre. The college 

offers 7 undergraduate programmes and 10 Post 

graduate programmes. The faculty at present are 

350, comprising of well qualified professionals 

with varied experience and background. The 

college boasts 64 MoUs with industrial partners 

and has established Skill Development Centre in 

association with Govt of AP. The college was 

accredited by NAAC with A grade and obtained 

NBA accreditation for all UG and 5 PG 

programmes in OBE format approved by 

Washington Accord, USA. 

 

About CSE Department: 
 

Established in the year 1986, the 

department of CSE offers B.Tech programme in 

Computer Science and Engineering and one 

M.Tech Programme in Computer Science and 

Engineering. The B.Tech program was accredited 

by NBA of AICTE in 2005, 2008 and 2015. The 

M.Tech program was accredited by NBA in 2015. 

The department has a team of highly qualified 

senior faculty with specializations in core areas of 

Computer Science and Engineering. The CSE 

department has been sanctioned projects from 

various organizations like UGC, AICTE, DST, 

Dept of Space-NRSC and ADRIN. It has a faculty 

strength of 46 and an intake of 180 students for 

UG and 36 for PG programmes. 

 

 

Objectives of FDP: 

 Compare and contrast industry leading 

firewall platforms, architecture, and defense 

capability related to zero trust security 

models and public cloud security. 

 Demonstrate and apply configuration of 

firewall initial access, interfaces, security 

zones, virtual routing, filtering, licensing, 

service routes, software updates, and policy-

based forwarding. 

 Analyze security policy administrative 

concepts related to source and destination 

network address translation. 

 Outline and construct security policies to 

identify known and unknown application 

software running on the service network. 

 Differentiate, configure, and deploy filtering 

technologies such as anti-virus, 

antispyware, and file blocking, to protect 

against telemetry induced attack vectors. 

 Construct and deploy uniform resource 

locator profiles for attachment to next 

generation firewall security policies  
 

Venue: 
CSE Seminar Hall, 

VR Siddhartha Engineering College 

Vijayawada, Andhra Pradesh 
 

**August 15th will be observed as a holiday on 

account of Independence Day. 

 

 

Resource Person: 

Mr. Ravichandiran. A 

Senior Technical Trainer Training & 

Research – IT 

ICT Academy  
 

Target Audience: 

Actuarial Students, Qualified Actuaries, 

Security Analysts, Engineers, HRs, CEO’s and 

anybody wishing to enter or update the 

knowledge in the field of Cyber Security. 

Contents Covered: 

 Module 1: Security Architecture 

Planning 

 Module 2: Infrastructure Device 

Configuration 

 Module 3: Cybersecurity Policy 

 Module 4: Application Software 

Identification 

 Module 5: Anti-Virus/Anti-

Spyware/File Blocking 

 Module 6: Uniform Resource Locator 

Filtering 
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Engineering College 
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Department of Computer Science and Engineering 

REPORT ON ONE WEEK Faculty Development Program 

on  

Paloalto – Cyber Security Infrastructure Configuration 

12th – 17th AUGUST 2019 

Under AICTE Margadarshan in collaboration with Paloalto Networks and 

ICT Academy 

 

The Department of Computer Science and Engineering, V R Siddhartha Engineering 

College has successfully organized a One week FDP on PALOALTO-

CYBERSECURITY INFRASTRUCTURE CONFIGURATION" during 12th - 17th 

August 2019 under AICTE MARGDARSHAN in collaboration with Paloalto Networks 

and ICT Academy.  The aim of this FDP is to promote research aspects in internet 

security, familiarize with tools available for network scanning (anti-virus, anti-spam and 

anti-spyware scans), identify and  synthesize  needs  for  internet  security  techniques  

(firewall,  honeypots  etc.),  share information  and  practical  awareness  for  data  and  

system  protection  from  cyber-attacks (prevent, detect and respond) etc.  

Mr. Ravichandiran. A, Senior Technical Trainer Training & Research – IT, 

ICT Academy acted as the resource person for this program. He has many technical 



certifications and organized numerous training programs in the domain of Cyber 

Security. 

 

The FDP has been organized to satisfy the following objectives: 

 Compare and contrast industry leading 

firewall platforms, architecture, and defense 

capability related to zero trust security models 

and public cloud security. 

 Demonstrate and apply configuration of 

firewall initial access, interfaces, security zones, 

virtual routing, filtering, licensing, service routes, 

software updates, and policy-based forwarding. 

 Analyze security policy administrative 

concepts related to source and destination 

network address translation. 

 Outline and construct security policies to 

identify known and unknown application software 

running on the service network. 

 Differentiate, configure, and deploy 

filtering technologies such as anti-virus, 

antispyware, and file blocking, to protect against 

telemetry induced attack vectors. 

 Construct and deploy uniform resource 

locator profiles for attachment to next generation 

firewall security policies  

 



The training program for this Faculty Development Program has been divided into the 

following modules: 

Mod 1: Platforms and Architecture 

 Single-Pass Architecture 

 Flow Logic 

Mod 2: Initial Configuration 

 Initial Access to the System 

 Configuration Management 

 Licensing and Software Updates 

 Account Administration 

Mod 3: Basic Interface Configuration 

 Security Zones 

 Layer 2, Layer 3, Virtual Wire, and Tap 

 Sub interfaces 

 DHCP 

 Virtual Routers 

Mod 4: Security and NAT Policies 

 Security Policy Configuration 

 Policy Administration 

 NAT (source and destination) 

Mod 5: Basic App-ID™ 

 App-ID Overview 

 Application Groups and Filters 

Mod 6: Basic Content-ID™ 

 Antivirus 

 Anti-spyware 

 Vulnerability 

 URL Filtering 

Mod 7: File Blocking and WildFire™ 

 File Blocking 

 WildFire 

Mod 8: Decryption 



 Certificate Management 

 Outbound SSL Decryption 

 Inbound SSL Decryption 

Mod 9: Basic User-ID™ 

 Enumerating Users 

 Mapping Users to IP Addresses 

 User-ID Agent 

Mod 10: Site-to-Site VPNs 

 IPSec Tunnels 

Mod 11: Management and Reporting 

 Dashboard 

 Basic Logging 

 Basic Reports 

 Panorama 

Mod 12: Active/Passive High Availability 

 Configuring Active/Passive HA 

 Course format: Narrated courseware with knowledge check questions 

 

 



 

 

A total of 30 faculty members from both the host college and other external 

colleges of Andhra Pradesh and Tamil Nadu have attended this program. The 

training schedule covered a total of 8 hours of training per day starting at 9.30 AM 

till 6 PM every day on the training days. 

 



The faculty have been trained on concepts related to how to install, configure, and 

manage their Palo Alto Networks firewall. They will learn to use the security, 

networking, threat prevention, logging, and reporting features of the PAN-OS® 

operating system. 

 

 

 



On the final day of the program, valedictory session was conducted where the 

faculty gave their feedback about the program and then followed by award of 

certificates to the faculty members. 

 
 

 
 

 

 

 



 
 

 
 

 


























